
Computer Viruses: What They Are,

and How to Fight Them


This paper, aimed at the novice computer user, will discuss computer viruses. First, a brief history of computer viruses will be given. Then the term “computer virus” will be defined, followed by a short list of the various types of viruses which one can encounter. Afterward, the prevention and removal of viruses will be discussed.

The first computer virus was written in 1983 as an academic exercise. The first computer virus found "in the wild" was written in 1986 in a computer store in Lahore, Pakistan and infected computers at the University of Delaware in the USA during Oct 1987 and destroyed at least one graduate student's thesis. From this humble beginning, by 1993 more than 100 new viruses were being reported every month.


In the 1980's, computer viruses were generally spread by passing floppy disks from one user to another user. In the late 1990's, computer viruses were generally spread via the Internet, either in downloaded software or a virus contained in a Microsoft Word macro that was an attachment to e-mail. The distribution of viruses via the Internet permitted a much more rapid epidemic, so that more computers could be infected in a shorter time (rbs2.com, PG). 


The first prosecution under the Federal computer crime statute, 18 USC § 1030, was for a release of a worm. Robert Tappan Morris, Jr., then a Ph.D. student in computer science at Cornell University, released a worm into the Internet on 2 Nov 1988. The worm rapidly copied itself and effectively shut down the Internet. Morris was convicted of violating 18 USC §1030 in 1990 and the conviction was upheld in U.S. v. Morris, 928 F.2d 504 (2dCir. 1991), cert. denied, 502 U.S. 817 (1991).There is a reported case under state law for inserting a logic bomb into custom software. Wisc. v. Corcoran, 522 N.W.2d 226 (Wisc.Ct.App. 1994) (rbs2.com, PG). 

Other terms for “computer virus” are “rogue” or “malicious” program. These are divided into the following classes: A virus is a program that "infects" an executable file (an executable file is a list of commands which tells the computer how to run, or “execute” a specific program. Each software program has executable files associated with it). The virus affects the command files so the program will run in a manner not intended. For example, the program may display a benign message on the monitor, erase some or all files on the user's hard drive, or perhaps corrupt data files (pcugr.org, PG).

